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Setting up Putty and Connecting

3) Setting up Putty and connecting to your instance

Putty is a free tool that allows windows users to connect to Linux or Unix computers. Here we will show you how to set up Putty and connect to your new
AWS instance

The first step is to change the format of your key-pair file to something Putty can understand

« Open up PuttyGen. You should see:

I Eile Key Conversions Help

Key
No key.

Actions

(Zenerate a public./private key pair
Load an existing private key file Load

Save the generated key | Save public key | Save private key

Parameters

Type of key to generate:
) SSH-1(RSA) @ S5H-2 RSA (7 55H-2 DSA

Number of bits in a generated key: 1024

« In the Conversions menu, choose "Import Key":



i B
5’ PuTTY Key Generator M
File Key [Congersions] Help

Key Import key
Mo key.

Export OpenSSH key

Export ssh.com key

Actions

Generate a public/private key pair

Load an existing private key file

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

() S5H-1(RSA) @ 55H-2 RSA () S5H-2 DSA

Mumber of bits in & generated key: 1024

—

« Now, you will need to navigate to the .pem file that you downloaded in step 2, perhaps you called it MyWageningen? Click Open, and you will see:

[ B
g PuTTY Key Generator ﬁ
Eile Key Conversions Help
Key

Public key for pasting into OpenSSH authorized_keys file:

ssh+sa AAAAB3INzaC lycZEAAAADADABAAABACGTCSuBYgJA -

+HRbxBMI2C Kk 5dvamkG BXv RCNYoJ YmfFSDv Zn¥QMN2mjiEVeCY2inJWGQ Uroxa NG |;|
QFWJuQdGp5a20JsdyraCfzIFIGYLiUGHS DdJObaRllUchv St SBov+qL T+ b=
+EqMABvHPbaj6t 3z Z25vipolUe SKSbZ Riw2YnQcapemhS2u

+ucEBAlzold TXg8pAVGAy4Yb 1BUSNBGCuGY8p 7cUZahg3NaCQ S6aRt SRteaCtilb5s

Key fingemprint: ash-rza 2048 12:53:19:00:68:e1:23:0e:7a:aa:c1: 746 :ab cf be
Key comment: imported-openssh-ey

Key passphrase:

Confirm passphrase:

Actions

(Zenerate a public./private key pair

Load an existing private key file Load

Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:

) SSH-1(RSA) @ S5H-2 RSA (7 55H-2 DSA

Number of bits in a generated key: 1024

o
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« Now, in the "Key passphrase" and "Confirm passphrase" you must enter a password. You may choose your own, or, for the course you may use the
word training.

« Once you have typed your password in both boxes click "Save private key" and save the file, call it MyWageningen (this time it will be saved as a .ppk
file). Save it in the same place as your MyWageningen.pem file.

The second stage is to find out the public DNS of the instance so we can tell Putty how to connect.

« In the amazon web console, choose "Instances" from the menu on the left:

EC2 Dashboard
Events

= INSTANCES
Instances
Spot Requests
Reserved Instances

« You will see a table of all of your running instances (which | assume for most of you will be only 1)
« Check the box next to your instance
« In the bottom half of the window, information about your instance will appear. Scroll down in the section until you see "Public DNS:"



EC2 Dashboard i Launch lnstance || Instance Actions | +
Events Viewing: All Instances ~ Al Instance Types ~ Search
=/ INSTANCES Name “* Instance AMI ID Root Device  Type State Status Checks ~ Alarm Status Monitoring Security Groups ~ Key Pair Name  Virtualization Placeme
g;?:;::zests TestServer a i-b1cB87d7 ami-31bc7758 ebs | H.micro @ stopped none basic default TestServer paravirtual |
Reserved Instances WageningenEU a i-7dcadf01 ami-46d4792f ebs t1.micro @ running @ 212 checks pi none basic YWageningen Wageningen2 paravirtual
= IMAGES empty a 1-973bbfeb ami-5a79c133 ebs t1.micro @ stopped none basic Wageningen Wageningen2 paravirtual
gr:ﬂe . empty a i-67ab2c1b ami-5a79c133 ebs t1.micro @ stopped none basic SSH3 Wageningen2 paravirtual
B AT BOCSTORE empty a i-333f3e4f ami-4914a220 ebs t1.micro @ stopped nore basic default Wageningen2 paravirtual
Volumes empty ﬂ i-3b6ehd47 ami-c0dB5sdad ebs m.large @ stopped none basic default Wageningen2 paravirtual
Snapshots empty i i-4396de3c ami-5a79c133  ebs mixarge @ running | & 22 checks pi none [ basic Open MyWageningen paravirtual
=/ NETWORK & SECURITY
Security Groups
Elastic IPs
Placement Groups
Load Balancers
Key Pairs
Network Interfaces
ey Fun ane, Ty ST e . an e
Monitoring: basic AMI Launch Index: 4]
Elastic IP: - Root Device: sdal
Root Device Type: ebs Tenancy: default
IAM Role: - Lifecycle: normal
EBS Optimized: false
Block Devices: sdal
Network Interfaces:
Public DNS: ec2-107-22-24-101.compute-1.amazonaws.com
Private DNS: domU-12-31-39-10-6D-92.compute-1.internal Product Codes:
Private IPs: 10.198.110.96
Secondary Private IPs:
Launch Time: 2012-11-26 11:52 GMT (less than an hour)
State Transition Reason: -
Termination Protection: Disabled

- This is unique to your instance, it will not be the same as mine or any other!
« It will be similar to that which was used to write this page: ec2-107-22-24-101.compute-1.amazonaws.com
« Copy the Public DNS of your instance into the clipboard (On Windows, select the text, hold down the Ctrl key and hit C)

Now we need to set up Putty to access this server.

« Start Putty. You will see something like this:



- ™
@ PuTTY Configuration ﬂ
Category:
- S;ssion Basic options for your PuTTY session |
I_.ogging Specify the destination you want to connect to
ol Host N IP add Port
e ost Mame (or IP address) Fo
... Bell 2
Features Connection type:
[=- Window )Raw () Telnet () Rlogin @ S5H () Seqal
ﬂppea@nce Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection
- Colours Default Settings -
[=)- Connection GBrowse_AWS T
- Data GBrowse_AWS_Large =
.- Provgy Wa_geningen N
... Telnet eddie
; pipeline0l
- Rlogin rishpc0l ik
(- S5H
+~ Serial Close window on exit:
() Mways () Mever @ Only on clean exit
Aot [ Open ][ Cancel |

« In the Host Name (or IP address) box, paste in your Public DNS:

ER PuTTY Configuration
sl

===

Categony:
(=~ Session Basic options for your PuTTY session |
& TE"" I_.oglging Specify the destination you wart to connect to
Tnl(::board Host Name {or IF address) Port
. Bell ec2-107-22-24-101 compute-1.amazonay, 22
| Features Connection type:
= Window () Raw () Telnet ) Rlogin @ SSH (7 Seral
| gp;:izlzrce Load, save or delete a stored session
I ... Translation Saved Sessions
- Selection
t - Colours Default Settings "
[=)- Connection GBrowse_AWS -
I .. Data GBrowse_AWS_Large ‘ =
. P Wageningen
oo eddie =
j pipeline0l
- Rlogin rishpcO1 &
- S5H
el Close window on exit:
() Always () Never @) Only on clean exit
About [ open [ Ccancel

« In the tree on the left, click the + next to SSH, select "X11" and make sure the check box next to "Enable X11 forwarding" is selected:



@ PuTTY Configuration
-

Category:

- Teminal

- Keyboard
. Bell

- Features
[=- Window

- Appearance
- Behaviour
Il - Translation
- Selection
- Colours

[=- Connection

.. Dk

- Prosey

- Telnet

. Rlogin

- S5H

m

Options controling SSH X11 farwarding |

¥11 forwarding
X display location

Remote X171 authentication protocol
@ MIT-Magic-Cookie-1 (71 XDM-Authorization-1

X authority file for local display

[ Cpen

J{

Cancel |

« In the tree on the left, choose "Auth", click "Browse", navigate to your .ppk file MyWageningen.ppk:

-
ER PUTTY Configuration

===

About

Categony:
=1 Teminal - | Options controlling S5H authentication |
- Keyboard
. Bell [] Bypass authentication entirely (S5H-2 only)
... Features Display pre-authentication banner {S5H-2 only)
- iadne Authentication methods
- Appearance
... Behaviour ﬁd‘terngt authentication using Pageant
... Translation [7] Attempt TIS or CryptoCard auth (SSH-1)
- Selection Attempt "keyboard-interactive” auth (SSH-2)
- Col
- Connedo:;i Authertication parameters
.. Data £ [ Allow agent forwarding

[] Mllow attempted changes of usemame in $5H-2
Private key file for authentication:

nwatson$\Desktop'MyWageningen ppk | | Browse...

[ Cpen Cancel

J|

« In the tree on the left, scroll all the way to the top, choose "Session". In the "Saved Sessions" box type Wageningen and click "Save":



r@ PuTTY Configuration ﬂ‘

Category:
- S;ssion - | Basic options for your PuTTY session |
P I_.ogging Specify the destination you want to connect ta
[=- Teminal
e Host Name for IP address) Pot
- Bell ec-107-22-24-101 compute-1 amazonay 22
- Features Connection type:
[=- Window )Raw () Telnet () Rlogin @ S5H () Seqal
?;Eea@nce Load, save or delete a stored session
- Behaviour
- Translation = Saved Sessions
- Selection Wageningen
+~ Colours Default Settings -
[=)- Connection GBrowse_AWS Tl
- Data GBrowse_AWS_Large =
Wageningen
eddie BE
pipeline0l
risghpell B
" " | Close window on ext:
() Mways () Mever @ Only on clean exit
About [ open |[ Concel

« We are now ready to connect. Click "Open".
« If you get a message about Adding a key, choose "Yes".

The server's host key is not cached in the registry. You
L'i have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 58:b4:82:10:1 B c:74:23:20:bf167:08: 5726 b d5:4 2

If you trust this host, hit Ves to add the key to

PuTTY's cache and carry on connecting.

If you want to carry en connecting just once, without
adding the key to the cache, hit Mo,

If you do net trust this hest, hit Cancel to abandon the
connection,

» You should see this:



ec2-107-22-24-101.compute-1.amazonaws.com - PuTTY | = | B |

« the user we must log in as is ubuntu. Type ubuntu and hit Enter.
* You will then be asked for your passphrase/password:

E@ ec2-107-22-24-101.compute-1amazonaws.com - PuTTY |.51E|i-J

4

« We suggested you use training. If this is the case, enter training (or the password you used) and hit Enter
* You should now see this:



c— ra—

If so, then you are ready for the Linux training part of the course!!!

If not, please contact one of the course administrators who will be able to assist you.

Next - Introduction to Linux
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